


Job Title: Network Engineer
Reports To: Infrastructure Manager
Department: Infrastructure

Level/Career Step: Senior role or Management

What will | be doing in this role?

To support and maintain allpays network infrastructure across the company, inclusive of Live, DR and HSA networks, this
would include network devices such as firewalls, switches, routers, IPS / IDS, wifi and any other network hardware.

To audit and ensure the security of the above networks through regular review, patching, upgrading and monitoring of
network devices in order to detect and neutralise network vulnerabilities, and ensure that the performance of systems and
services hosted on the network is maintained at optimum levels.

To develop and advise on the development of the network infrastructure ensuring that it meets the current and future
needs of the business and their clients; additionally to configure and implement new network technologies and hardware as
they deemed to be required by the business.

To work with individuals and groups internally and externally with a varying level of technical expertise (Project Engineers,
QA, R&D, Contractors, etc), providing advice and guidance on complex or technical subject matter relating to the design and
development of core company systems moving forwards.

To be responsible for implementing or guiding the implementation of projects which are identified as requirements by the
department or another area of the business as in the above paragraph.

To be able to effectively perform complex fault-finding and diagnosis on network hardware, software and bespoke company
applications, both critical and non-critical and to be able to do so under the constraints of company SLAs, where speed of
resolution can affect company revenue and reputation.

To be able to react competently and effectively in situations where a system, service, or services require troubleshooting as
described above and to provide ad-hoc support for IT across the business at varying levels of complexity.

Responsible for delivering, where required, practical training within their discipline or providing advice and guidance to less
senior members of staff within the same department or within the same department but of different disciplines.

To be able to work under their own initiative within the organisations policy framework in their day to day job and be
required, from time to time, to develop or improve departmental policy and procedure and contribute to the development
of procedure which will impact outside of their own department.

To produce and maintain detailed technical documentation relating to the companies hardware, software and network
infrastructure, but particularly related to the network infrastructure, in order to support the IT Operations function and the
development of network systems.

To ensure that they maintain up-to-date knowledge of relevant software and technologies that may be required for future
development of company services, and where necessary to perform additional research into these areas.

Undertake daily and weekly system checks, adhere to company and departmental procedures and help to maintain
compliance with the businesses standards and accreditations where appropriate and in accordance with departmental and
company policy.

The post-holder is required to work in the HSA / Bureau; a high security environment where data security and access control
is maintained to an even more stringent level than in the companies live environment in accordance with EMV and PCI
regulations.

The post-holder will be responsible, as part of the HSA team, for ensuring that systems and network hardware, inclusive of
servers, firewalls, routers, switches and software are maintained to the required EMV standards.

Adhere to allpays Equal Opportunities Policy, Health & Safety Policy, Security Policies and other defined working practises.
To provide cover, as is necessary, at out-of-hour’s times as requested and arranged between the post-holder and the
company and within reasonable expectations.

The post-holder will be required to undertake such tasks as may be reasonably expected within the scope and grading of
the post.



Who are my customers in this role?
To support approximately 180 internal users on a MS Windows and Cisco network infrastructure and have direct

responsibility for the maintenance and support of that hardware; 65+ servers.
To support production services for 800+ clients and millions of external payment customers.

Who or what will | be leading in this role?



To do this role successfully what will | need to know and what
qualifications might | need to have?

Qualifications:
A levels, NVQ or equivalent qualification obtained.
CCENT or reasonable proven experience demonstrable

Skills and Experience:

Proven experience of Windows operating systems.

Proven experience working within a networked environment on Cisco equipment (Switches, Firewalls, Routers etc)
Good understanding of general network principles (TCP/IP, Routing, VLANs, WANs, Wireless, VPN etc), Topologies, Security
standards and the ability to design network infrastructure from the ‘ground up’.

Good understanding of network security and testing principles. With the ability to learn and utilise different network
monitoring software.

Firm understanding of how accreditations and standards (PCI, EMV, ISO, etc) impact on network security principles.
Good general understanding of Windows Server 2012 R2, 2016, 2019, 2022 operating systems, including Active Directory
Domain Services, DNS, DHCP.

Sound understanding of Microsoft Azure

Experience producing and maintaining network topology diagrams to a very high standard.

Sound understanding of BC \ DR principles as well as backup strategies.

Technical knowledge of company network infrastructure and applications (training provided).

Additional:

Ability to prepare and maintain documentation to the highest standards of presentation with the use of correctly written
English.

Clear focus on the provision of the highest quality service in support of the Company and its clients.

Able to communicate effectively at all levels and work as part of a team or alone as required.

Flexibility and adaptability in a frequently changing environment



Internal use only
This job description is an accurate reflection of the role undertaken, signed by:

Post holder: Signature: Date:

Manager: Signature: Date:
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